University of Minnesota Duluth

1211 Ordean Court

Duluth, MN 55803

218 724 1032

[image: image1.jpg]





Dan Glisczinski

November 6, 2006
Robert Zimmerman
1979 Desire Drive
Hibbing, Minnesota 8675309
Dear Robert,

I trust that this semester is finding you in good teaching form.  Ever since we met outside Minnneapolis Orpheum theater in early 1990's, I’ve considered you a colleague and a friend.

Because we are friends, I contact you to notify you of a deceptive and malevolent email practice that is worth being aware of.  The scam, which aims to commit identify theft with your sensitive data is known as “phishing” (Wikipedia, 2006, para. 5).  Here is a brief description of the practice:

You receive email ostensibly from a familiar bank, online retailer, or similar service that offers some online interactivity.  The email notifies you of urgent action needed regarding your account.  Because the email is written in legalese—or formal businesslike language—as well a bears seemingly legitimate related information, you conscientiously read and then act by clicking on provided hyperlinks that require you to share confidential passwords, account data, demographic data, or other high value information.  

And then you’re in trouble.

Now those “phishing” for your personal data can use such information to transfer funds, make purchases, or otherwise assume your identity to their financial advantage.   And you’re none the wiser—until days, weeks, or months later when strange bills and notifications of inaccurate transactions arrive in your mailbox.  

What, then, aside from forswearing email and web activity can you do about “phishing” scams?  According to the Anti-Phishing Network Group (http://www.antiphishing.org/), you can operate off of the following three principles:

1.  Never send anyone your password(s) via email or otherwise.  No legitimate business practices require you to reveal your password(s).  

2.  Before entering a password or other sensitive data online, always check the Uniform Resource Locator (URL) of a site you’re visiting for the presence of https://, which indicates “s” for secure data transmission.  In the absence of https://, other parties can intercept the information you share.

3.  If you receive email requesting or urging action on an account you’ve established, contact the business through another means of communication, by using contact information you’ve successfully used previously.

Thanks, Robert, for sharing this information with those you care about.  Not only has a good friend of mine been taken advantage by email identity “phishing” scam artists, but I myself have also found myself impressed and nearly convinced at the apparent authenticity of “phishing” scams.

Best wishes, 

Dan Glisczinski
Assistant Professor

University of Minnesota Duluth

1211 Ordean Court

Duluth, MN 55803

218 724 1032
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Dan Glisczinski

November 6, 2006
Keanu Reeves
8675309 Two Tone Trail
Toronto, Canada 8675309
Dear Keanu,

I trust that this semester is finding you in good teaching form.  Ever since we used adjacent urinals in restrooms at Theater In The Round in late 1990's, I’ve considered you a colleague and a friend.

Because we are friends, I contact you to notify you of a deceptive and malevolent email practice that is worth being aware of.  The scam, which aims to commit identify theft with your sensitive data is known as “phishing” (Wikipedia, 2006, para. 5).  Here is a brief description of the practice:

You receive email ostensibly from a familiar bank, online retailer, or similar service that offers some online interactivity.  The email notifies you of urgent action needed regarding your account.  Because the email is written in legalese—or formal businesslike language—as well a bears seemingly legitimate related information, you conscientiously read and then act by clicking on provided hyperlinks that require you to share confidential passwords, account data, demographic data, or other high value information.  

And then, you’re in for months or even years of financial and beaurocratic headaches.

Now those “phishing” for your personal data can use such information to transfer funds, make purchases, or otherwise assume your identity to their financial advantage.   And you’re none the wiser—until days, weeks, or months later when strange bills and notifications of inaccurate transactions arrive in your mailbox.  

What, then, aside from forswearing email and web activity can you do about “phishing” scams?  According to the Anti-Phishing Network Group (http://www.antiphishing.org/), you can operate off of the following three principles:

1.  Never send anyone your password(s) via email or otherwise.  No legitimate business practices require you to reveal your password(s).  

2.  Before entering a password or other sensitive data online, always check the Uniform Resource Locator (URL) of a site you’re visiting for the presence of https://, which indicates “s” for secure data transmission.  In the absence of https://, other parties can intercept the information you share.

3.  If you receive email requesting or urging action on an account you’ve established, contact the business through another means of communication, by using contact information you’ve successfully used previously.  And then contact the Federal Bureau of Investigation’s phishing response team at www.IFCCFBI.gov.
Thanks, Keanu, for sharing this information with those you care about.  Not only has a good friend of mine been taken advantage by email identity “phishing” scam artists, but I myself have also found myself impressed and nearly convinced at the apparent authenticity of “phishing” scams.  

Best wishes, 

Dan Glisczinski
Assistant Professor

University of Minnesota Duluth

1211 Ordean Court

Duluth, MN 55803

218 724 1032
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Dan Glisczinski

November 6, 2006
Fred Rogers
1 King Friday Boulevard
Hollywood, California 8675309
Dear Fred,

I trust that this semester is finding you in good teaching form.  Ever since we chatted on set in early 1990's in Burbank, California, I’ve considered you a colleague and a friend.

Because we are friends, I contact you to notify you of a deceptive and malevolent email practice that is worth being aware of.  The scam, which aims to commit identify theft with your sensitive data is known as “phishing” (Wikipedia, 2006, para. 5).  Here is a brief description of the practice:

You receive email ostensibly from a familiar bank, online retailer, or similar service that offers some online interactivity.  The email notifies you of urgent action needed regarding your account.  Because the email is written in legalese—or formal businesslike language—as well a bears seemingly legitimate related information, you conscientiously read and then act by clicking on provided hyperlinks that require you to share confidential passwords, account data, demographic data, or other high value information.  

And then you’re in trouble.

Now those “phishing” for your personal data can use such information to transfer funds, make purchases, or otherwise assume your identity to their financial advantage.   And you’re none the wiser—until days, weeks, or months later when strange bills and notifications of inaccurate transactions arrive in your mailbox.  

What, then, aside from forswearing email and web activity can you do about “phishing” scams?  According to the Anti-Phishing Network Group (http://www.antiphishing.org/), you can operate off of the following three principles:

1.  Never send anyone your password(s) via email or otherwise.  No legitimate business practices require you to reveal your password(s).  

2.  Before entering a password or other sensitive data online, always check the Uniform Resource Locator (URL) of a site you’re visiting for the presence of https://, which indicates “s” for secure data transmission.  In the absence of https://, other parties can intercept the information you share.

3.  If you receive email requesting or urging action on an account you’ve established, contact the business through another means of communication, by using contact information you’ve successfully used previously.

Thanks, Fred, for sharing this information with those you care about.  Not only has a good friend of mine been taken advantage by email identity “phishing” scam artists, but I myself have also found myself impressed and nearly convinced at the apparent authenticity of “phishing” scams.

Best wishes, 

Dan Glisczinski
Assistant Professor

University of Minnesota Duluth

1211 Ordean Court

Duluth, MN 55803

218 724 1032
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Dan Glisczinski

November 6, 2006
Karol Wojtyla
1 St. Peter's Basilica
Vatican City, Rome 8675309
Dear Karol,

I trust that this semester is finding you in good teaching form.  Ever since we shared a prayer at St. Peter's Basillica in Rome in early 1990's, I’ve considered you a colleague and a friend.

Because we are friends, I contact you to notify you of a deceptive and malevolent email practice that is worth being aware of.  The scam, which aims to commit identify theft with your sensitive data is known as “phishing” (Wikipedia, 2006, para. 5).  Here is a brief description of the practice:

You receive email ostensibly from a familiar bank, online retailer, or similar service that offers some online interactivity.  The email notifies you of urgent action needed regarding your account.  Because the email is written in legalese—or formal businesslike language—as well a bears seemingly legitimate related information, you conscientiously read and then act by clicking on provided hyperlinks that require you to share confidential passwords, account data, demographic data, or other high value information.  

And then you’re in trouble.

Now those “phishing” for your personal data can use such information to transfer funds, make purchases, or otherwise assume your identity to their financial advantage.   And you’re none the wiser—until days, weeks, or months later when strange bills and notifications of inaccurate transactions arrive in your mailbox.  

What, then, aside from forswearing email and web activity can you do about “phishing” scams?  According to the Anti-Phishing Network Group (http://www.antiphishing.org/), you can operate off of the following three principles:

1.  Never send anyone your password(s) via email or otherwise.  No legitimate business practices require you to reveal your password(s).  

2.  Before entering a password or other sensitive data online, always check the Uniform Resource Locator (URL) of a site you’re visiting for the presence of https://, which indicates “s” for secure data transmission.  In the absence of https://, other parties can intercept the information you share.

3.  If you receive email requesting or urging action on an account you’ve established, contact the business through another means of communication, by using contact information you’ve successfully used previously.

Thanks, Karol, for sharing this information with those you care about.  Not only has a good friend of mine been taken advantage by email identity “phishing” scam artists, but I myself have also found myself impressed and nearly convinced at the apparent authenticity of “phishing” scams.

Best wishes, 

Dan Glisczinski
Assistant Professor

University of Minnesota Duluth

1211 Ordean Court

Duluth, MN 55803

218 724 1032
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Dan Glisczinski

November 6, 2006
Prince Rogers Nelson
1999 Highway 5
Chanhassen, Minnesota 8675309
Dear Prince,

I trust that this semester is finding you in good teaching form.  Ever since we worked together at Paisley Park studios in the mid 1990's, I’ve considered you a colleague and a friend.

Because we are friends, I contact you to notify you of a deceptive and malevolent email practice that is worth being aware of.  The scam, which aims to commit identify theft with your sensitive data is known as “phishing” (Wikipedia, 2006, para. 5).  Here is a brief description of the practice:

You receive email ostensibly from a familiar bank, online retailer, or similar service that offers some online interactivity.  The email notifies you of urgent action needed regarding your account.  Because the email is written in legalese—or formal businesslike language—as well a bears seemingly legitimate related information, you conscientiously read and then act by clicking on provided hyperlinks that require you to share confidential passwords, account data, demographic data, or other high value information.  

And then you’re in trouble.

Now those “phishing” for your personal data can use such information to transfer funds, make purchases, or otherwise assume your identity to their financial advantage.   And you’re none the wiser—until days, weeks, or months later when strange bills and notifications of inaccurate transactions arrive in your mailbox.  

What, then, aside from forswearing email and web activity can you do about “phishing” scams?  According to the Anti-Phishing Network Group (http://www.antiphishing.org/), you can operate off of the following three principles:

1.  Never send anyone your password(s) via email or otherwise.  No legitimate business practices require you to reveal your password(s).  

2.  Before entering a password or other sensitive data online, always check the Uniform Resource Locator (URL) of a site you’re visiting for the presence of https://, which indicates “s” for secure data transmission.  In the absence of https://, other parties can intercept the information you share.

3.  If you receive email requesting or urging action on an account you’ve established, contact the business through another means of communication, by using contact information you’ve successfully used previously.

Thanks, Prince, for sharing this information with those you care about.  Not only has a good friend of mine been taken advantage by email identity “phishing” scam artists, but I myself have also found myself impressed and nearly convinced at the apparent authenticity of “phishing” scams.

Best wishes, 

Dan Glisczinski
Assistant Professor

University of Minnesota Duluth

1211 Ordean Court

Duluth, MN 55803

218 724 1032
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Dan Glisczinski

November 6, 2006
William Clinton
2008 Renaissance Way
Harlem, New York 8675309
Dear William,

I trust that this semester is finding you in good teaching form.  Ever since we shook hands on tarmac at Fort Snelling air strip in early 1990's, I’ve considered you a colleague and a friend.

Because we are friends, I contact you to notify you of a deceptive and malevolent email practice that is worth being aware of.  The scam, which aims to commit identify theft with your sensitive data is known as “phishing” (Wikipedia, 2006, para. 5).  Here is a brief description of the practice:

You receive email ostensibly from a familiar bank, online retailer, or similar service that offers some online interactivity.  The email notifies you of urgent action needed regarding your account.  Because the email is written in legalese—or formal businesslike language—as well a bears seemingly legitimate related information, you conscientiously read and then act by clicking on provided hyperlinks that require you to share confidential passwords, account data, demographic data, or other high value information.  

And then you’re in trouble.

Now those “phishing” for your personal data can use such information to transfer funds, make purchases, or otherwise assume your identity to their financial advantage.   And you’re none the wiser—until days, weeks, or months later when strange bills and notifications of inaccurate transactions arrive in your mailbox.  

What, then, aside from forswearing email and web activity can you do about “phishing” scams?  According to the Anti-Phishing Network Group (http://www.antiphishing.org/), you can operate off of the following three principles:

1.  Never send anyone your password(s) via email or otherwise.  No legitimate business practices require you to reveal your password(s).  

2.  Before entering a password or other sensitive data online, always check the Uniform Resource Locator (URL) of a site you’re visiting for the presence of https://, which indicates “s” for secure data transmission.  In the absence of https://, other parties can intercept the information you share.

3.  If you receive email requesting or urging action on an account you’ve established, contact the business through another means of communication, by using contact information you’ve successfully used previously.

Thanks, William, for sharing this information with those you care about.  Not only has a good friend of mine been taken advantage by email identity “phishing” scam artists, but I myself have also found myself impressed and nearly convinced at the apparent authenticity of “phishing” scams.

Best wishes, 

Dan Glisczinski
Assistant Professor

University of Minnesota Duluth

1211 Ordean Court

Duluth, MN 55803

218 724 1032
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Dan Glisczinski

November 6, 2006
Queen Elizabeth II
Buckingham Palace
London, England 8675309
Dear Queen,

I trust that this semester is finding you in good teaching form.  Ever since we , I’ve considered you a colleague and a friend.

Because we are friends, I contact you to notify you of a deceptive and malevolent email practice that is worth being aware of.  The scam, which aims to commit identify theft with your sensitive data is known as “phishing” (Wikipedia, 2006, para. 5).  Here is a brief description of the practice:

You receive email ostensibly from a familiar bank, online retailer, or similar service that offers some online interactivity.  The email notifies you of urgent action needed regarding your account.  Because the email is written in legalese—or formal businesslike language—as well a bears seemingly legitimate related information, you conscientiously read and then act by clicking on provided hyperlinks that require you to share confidential passwords, account data, demographic data, or other high value information.  

And then you’re in trouble.

Now those “phishing” for your personal data can use such information to transfer funds, make purchases, or otherwise assume your identity to their financial advantage.   And you’re none the wiser—until days, weeks, or months later when strange bills and notifications of inaccurate transactions arrive in your mailbox.  

What, then, aside from forswearing email and web activity can you do about “phishing” scams?  According to the Anti-Phishing Network Group (http://www.antiphishing.org/), you can operate off of the following three principles:

1.  Never send anyone your password(s) via email or otherwise.  No legitimate business practices require you to reveal your password(s).  

2.  Before entering a password or other sensitive data online, always check the Uniform Resource Locator (URL) of a site you’re visiting for the presence of https://, which indicates “s” for secure data transmission.  In the absence of https://, other parties can intercept the information you share.

3.  If you receive email requesting or urging action on an account you’ve established, contact the business through another means of communication, by using contact information you’ve successfully used previously.

Thanks, Queen, for sharing this information with those you care about.  Not only has a good friend of mine been taken advantage by email identity “phishing” scam artists, but I myself have also found myself impressed and nearly convinced at the apparent authenticity of “phishing” scams.

Best wishes, 

Dan Glisczinski
Assistant Professor

