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Viruses

» Definition

- A piece of self-replicating code within another
program

» Example
> Melissa Virus
- Spread through e-mail
- Activated by a user opening a document

- Replicated itself and was sent to others in address
book




Worms

» Definition

- A self-contained program that spreads through a
computer network.

- Doesn’t need to attach itself to another program

» Example
- Code Red

- Targeted web servers and web pages
- Exploited MS’s Internet Information Services

- Original purpose was to DDoS attack to the White
House website




Trojan Horses

» Definition

- A program with a benign capability that conceals
another program

» Example

> Sub?7

- Opens a port to allow an attacker to gain control of the
computer




Early viruses

» Creeper Virus
- Released on ARPANET in 1972

- Left a message on the machine: I'm the creeper,
catch me if you can!

- Transfer to another computer and delete itself




Early viruses

» Elk Cloner
o Written in 1982

o Considered to be the first boot sector virus

- Every 50t boot, the virus would display a message:

Elk Cloner: The program with a personality
It will get on all your disks

It will infiltrate your chips

Yes, it’s the Cloner!

It will stick to you like glue

It will modify ram too

Send in the Cloner!

> Written as a practical joke by a 15 year old high school
student




Early Viruses

» Brain Virus
- Released in 1986

- Replace the boot sector of a hard drive and create a
text message

> [t wasn’t supposed to be malicious

> Creators revealed their contact information in the
message




Concept of a good virus

» A virus is software that is self-replicating

» Software written for beneficial purposes

» Fred Cohen

> “Living programs”




Arguments for good viruses

» Vesselin Bontchev

o Anti-virus virus
- Den_Zuko
- Removed the Brain virus

> File compressor
* Cruncher

> Disk Encryptor

o Maintenance Virus

» To create awareness of security holes




Arguments for good viruses

» Shane Coursen
- Even if a patch is available, it may not be applied

- To fight viruses, kill the virus faster than it can
replicate

- Not a question of whether we should create them,
but how far we go when we do




Arguments against good viruses

» Bontchev
> Lack of control

- Recognition
- Anti-virus software

- Resource wasting / bandwidth wasting
> Bug Containment
- Compatibility

» Modern operating system’s features




Examples of good viruses

» Internet Worm
- Not designed to be malicious

o

Exploit bugs found in Unix programs:
- FTP, sendmail, finger

o

Supposed to avoid slow machines and only consume CPU
cycles if machines were idle

o

The virus was analyzed and the bugs were discovered

o

The worm actually infected a machine multiple times




Examples of good viruses

» John Shoch’s worm
> Distributed computation

> Only seek out idle machines
> A bug in the worm caused machines to crash

> Included measures to disable the worm




Examples of good viruses

» Welchia Worm
- Downloaded Microsoft updates

- Removed the Blaster Worm
> Did not cause any damage

- Used up bandwidth & caused computers to restart




Examples of good viruses

» Reaper Virus
- Removed the Creeper virus

- No real drawbacks




Examples of good viruses

» Crclean and Code Green

- Used a released MS patch to stop the Code Red
worm

- Both came with warnings about their viral
techniques




Ethical Analysis

» Kantianism
- A person’s will
- Creating a virus to fight a virus

> Intent is difficult to determine
- Other factors to consider




Ethical Analysis

» Utilitarian evaluation
- Overall benefits vs. overall harm

> Viruses that removed malicious viruses
- An ideal case

- Many viruses with good intentions have had bugs

> Overall harm is greater than the overall benefit




Ethical Analysis

» Social contract theory

- Permits an action if the rest of society view it as
useful and if rational people view it as moral.

> Installing software without a user’s consent
- Most people would object to this

- Not an ethical view that supports beneficial viruses




Summary

» Self-replicating software can be malicious or
beneficial

» There have been beneficial self-replicating
programs

- Many of these programs have had bugs
> Fail to address ethical concerns

» Self-replicating programs are not ready to be
accepted




Bibliography

> "10 Worst ComButer Virus Attacks in History." Hardgeek - Gadgets, Software, Firefox, Windows, Android, Apple, Linux, Tech Tips. 12
Sept. 2009. Web. 20 Mar. 2011. <http://hardgeek.org/10-worst-computer-virus—-attacks-in-history>.

> "Are There Good Viruses?" Computer Knowledge. 03 May 2009. Web. 20 Mar. 2011. <http://www.cknow.com/cms/vtutor/are-there-
good-viruses.html>.

» "Beneficial Computer Viruses." Linux System Administration Portal. Web. 20 Mar. 2011. <http://librenix.com/?inode=80>.

> Bontchev, Vesselin. "Are "Good" Viruses Still a Bad |dea?" Webpages for Users at Frisk Software Int. Web. 20 Mar. 2011.
<http://www.people.frisk-software.com/~bontchev/papers/goodvir.html>.

> Bradley, Tony. “Sub?7 Trojan / Backdoor” Web. 20 Mar 2011.
<http://netsecurity.about.com/cs/hackertools/a/aa032603a.htm>

> Carnahan, Patrick, Dusty Roberts, Zack Shay, and Jeff Yeary. “The Motivation behind Computer Viruses." 2005. Web. 20 Mar. 2011.
<http://vxheavens.com/lib/mpc00.html>.

> "Computer Virus Writer Jailed for Two Years | Pinsent Masons LLP." OUT-LAW.COM: Free Legal News and Guidance from Pinsent Masons
LLP. 23 Jan. 2003. Web. 21 Mar. 2011. <http://www.out-law.com/page-3261>.

> "Computer Viruses: The Good, the Bad and the Ugly | The Economist." The Economist - World News, Politics, Economics, Business &
Finance. 14 June 2001. Web. 20 Mar. 2011. <http://www.economist.com/node/655684>.

> Conger, Cristen. "Are Computer Viruses lllegal? : Discovery News." Discovery News. Earth, Space, Tech, Animals, Dinosaurs, History. 25
Oct. 2010. Web. 21 Mar. 2011. <http://news.discovery.com/tech/are-computer-viruses—-illegal.html|>.




»

L AJ
_——

liography

Coursen, Shane. "Good' Viruses Have a Future." SecurityFocus. 10 Sept. 2001. Web. 20 Mar. 2011. <http://www.securityfocus.com/columnists/23>.

“Elk Cloner.” SearchSecurity.com. 21 Jun 2004. Web. 20 Mar. 2011.
<http://searchsecurity.techtarget.com/definition/Elk-Cloner>

Hanhisalo, Markus. "COMPUTER VIRUSES." Computer Viruses. Helsinki University of Technology. Web. 20 Mar. 2011. <http://www.tml.tkk.fi/Opinnot/Tik-
110.501/1997/viruses.html>.

Holguin, Jaime. “Melissa Creator Gets 2"d Jail Term.” CBS News. 3 May 2002. Web 20 Mar. 2011. <http://www.cbsnews.com/stories/2002/05/01/tech/main507751.shtm|>

Lemos, Robert. "Cheese Worm: A Linux Fixer-upper? - CNET News." Technology News - CNET News. 16 May 2001. Web. 20 Mar. 2011.
<http://news.cnet.com/2100-1001-257748.html>.

Miller, Jesse. “Famous Trojans - Tony Blair Trojan.” Web. 20 Mar. 2011
<http://ezinearticles.com/?Famous-Trojans---Tony-Blair-Trojan&id=860536>

Moore, John. "The Future of Anti-Virus Software - IT Security." /7 Security - The Industry's Web Resource. 11 Mar. 2008. Web. 20 Mar. 2011.
<http://www.itsecurity.com/features/future-of-antivirus-031108/>.

Quinn, Michael ). £thics for the Information Age. Boston: Addison-Wesley, 2011. Print.

Standler, Ronald B. "Examples of Malicious Computer Programs." Dr. R. Standler’s Professional Homepage. 2002. Web. 20 Mar. 2011. <http://www.rbs2.com/cvirus.htm>.

"When A Good Computer Goes Bad -- Computer Viruses." University of lllinois at
Chicago - UIC. Web. 20 Mar. 2011.
<http://www.uic.edu/depts/accc/newsletter/adn09/virus.html>.




